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GREECE AND SPACE

2017 National Space Law

Space in one Ministry (MoU with MoD)

Space Policy Council of Ministries

National register of space objects

2020 Law on objectives of Greece in space management




STRATEGIC OBJECTIVES
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1. Strengthen national security and defence, especially with
the utilisation and development of space infrastructure. Ensure
national autonomy in safety and security (e.g., border control,
disaster management) by enhancing existing infrastructures
(e.g., GreekCom) and developing new ones (e.g., small satellites).

The goal is to autonomously respond to national safety and security
needs.

2. Development of the Greek space industry. Maximise the
integration of Greek companies into the European industrial space

landscape. The goal is to create a sustainably competitive Green
space industry.



STRATEGIC OBJECTIVES
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3. Utilisation of space data and the development of relevant
applications. Foster the integration of space into the society and
economy, by facilitating the use of space technologies and
applications to support public policies and business development
(e.g., telecom, transport, maritime, agriculture, energy,
environment). The goal is to create public and commercial services.

4. Support space research and innovation.



NATIONAL STRATEGY FOR SPACE ACTIVITIES W‘
SPACE AS AN ENABLER FOR DIGITAL TRANSFORMATION **°

EAAHNIKH AHMOKPATIA

BiAog Wnoiakou
MeTaoxnuaTiopou
2020-2025

AexépBpiog 2020

EOHMEPIAA
THE KYBEPNHIEQX
THE EAAHNIKHEZ AHMOKPATIAX

ANOQAZEIZ

ApiB. 120301 E2 2021
BifAog Wn@lakoy Metaoynpatiopiod.
O YNOYPFOX ENIKPATEIAL

Exovtac umoyn

A Tic Sarage:

1. Twv GpBpwv 13-15 Tou v. 2690/1999 «Kipwon Tou
Kabixa AtotknTixiic Aabikaolac kai AAEC SIaTAEEiCs
(A'45),

2. 700 v. 4622/2019 «EmteNixé Kpdtoc: opyawwon,
Aerroupyla kai Siapaveia Tne KuBépvnone, Twv kuBep-
VITIKGV OpYAVIWY KL TNC KEVTPIXAG BNUG0Iag S1oiknon
(A'133

3. Tou v. 4727/2020 yia v Wn@iaki AaxuBépvnon
«Evowpdrwon otnv ENAvikr NopoBeola Tne Odnylag
(EE) 2016/2102 kan Tric OSnyiac (EE) 2019/1024) - HAe-
KTPOVIKEC EMKOVWMEC (EVOwATWOn oTo ENMVIKG Al
Kato T Odnylac (EE) 2018/1972) ka1 GMec Siatakeice
(A'184) ki 15lux Tou dpBpou 5 Tou vépou autod,

4.7ou 8. 40/2020 «Opyaviouoc Tou Yrioupyeiou -
@laxric AlakuBEpvnongs (A'8S),

5. Tou 1.8, 83/2019 «AI0PIOSS AVTNPOESPOU TG
KuBépvnang, Ynoupyiv, Avaminowtav YNoupyav kai

7. ™V unb oToIxela Y6/2019 anégaon Tou Mpwdy.
Tnoupyol «AvaBeon appoSioTiTwY oTov Ynoupyd Eni-
Kpateiac (8'2902).

8. TV QvayKn QOTUTLONG TNG EBVIKAC YNPIAKNG
otpatnyixfic 2020-2025.

1. To Yeyov6c 11 an6 Tic SIATAEEK aUTG TC andpaong
Sev npoxakefrai Sandvn o Bapos Tou KpATIKOD MPOD
TIOAOYIOUOU, aToPacilovyE:

ApBpo Movo

TNV EYKpION TG EVIKTIC PrIIaKC oTpaTyIKriG 2020-
2025, 6nuwx auth anotundvetar ot BifAo Yn@iaxos
MeTaoxnuaTIopos kai napariBetar oto NapdpTnpa T
napovonc.

H BIBAOC ¥npiaxo METGoXN|ATIOOD £XE1 NEVIAETH
0pI{oVTa Kal EMKQIPOTIOIE(Tal ETNOKYC, aVAAOYa JE TIC
\Bualtepec oUVBIKEG Kai TiG Texvohoyikég eEeNigeic. H ent-

A

1époc Tou Evomoinpévou Mpoypdypatoc KuBepvkic
MoNTixeiC Tou v. 4622/2019 (A'133) ka elvan Seopeunina
Y1 6AOLX TOUC OPEiS Tou Snjdoiou TojLa, ToUC omoiouc
agopa.

H BiBAo ¥n@iakos METaoxniianiopod kaBopide! Tic
BACIKEC apxEC. To MAGIOIO Kt TIC KATEVAOVOEI Yia Tov
YNPIaKO PETAOXNHATIOH TG XWPAK, KABUC Kl TIC £t
BIKOTEPES apxEC Mov Siémouv kaBE opilovTia f Topeaxn

» (A'121 ka1 A 126 B10pBoEIC TQaNd
W),
6.700 .6, 84/2019 <E00TaON Kat KATAPYNON FEVIKiDY
fpappateiv Kar EBIKV fpappateiv/Eviakoy Ao
Tkiov Topéwv Yroupyeiwvs (A'123),

mv
KaTaypagn OAwV TwV OXETIKGN SaBIKaoKiv Kat 5pact
WV 10U UAOTIOIONY TOV PRIQIKG HETAOKNHATIONO.

H napotoa anéeaon ioxve and T Snpooleuon Tne
oy Epnuepida T Kuepvioews,

Upgrade of the Hellenic Copernicus
Collaborative Ground Segment (p.69)

Line of action for the development of 5G
Networks (p.65)

GOVSATCOM - GreeCom (p.67)

Fibre in the sky and ground infrastructures
p.67)

Development of the Micro-Satellite Project
p.66)

Applications of Secure Quantum
Cryptography — EuroQCl (p.122)

National Experimental Infrastructure for
the Quantum Key Distribution (QKD) (p.122



GREECOM PROJECT AIMS TO b
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Cover gaps in communications security from existing networks, e.g., three-digit phones,
mobile phones, remote subscribers, land lines and multinational providers.

Utilize the available spectrum of the local satellite provider (HELLAS SAT 3 & 4).

Connect remote users in a relatively easy and fast way.

Reduce the possibility of information leakage to third parties (e.g., mobile or landline
operators).

Ensure the availability of communication of critical positions / services.

Offer a primary or alternative solution as a Management and Control network.

Provide connectivity in case of natural disasters (e.g., earthquakes) where terrestrial
network is down.
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GREECOM PROIJECT AIMS TO

Satellites
Hellas Sat 3 & 4

Satellite HUB

JLL loly

Satellite Distribution Centre (HUB) of GreeCom
Installed in the Ministry of Defence establishments
Operations are exclusively conducted by the Ministry of
National Defence personnel
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GreeCom Users

President of State, Prime Minister,
Ministers, General Secretaries

Emergency Operations Centres (Civil
Protection, Fire Brigade, Coastguard)

GreeCom:

- Fully operational
- Connecting decision

centres

- Reliable and resilient



GREECOM FACILITIES ‘W,g‘

— The Hub facilities (data centre and 5m antenna) are installed inside
a secure bunker located at a Hellenic Navy site in Athens (Eastern
Mediterranean Command Headquarters), thus being totally
protected and immune to physical disasters.

- The remote endpoint terminals (equipped with 1.2 m antennas)
are installed on various civilian and military government authorities
around Europe within the footprint of HELLAS-SAT 3 & 4 satellites,
such as:

* Political Administration, Hellenic Embassies, Civil Protection, Armed Forces,
Coast Guard, Police, Fire Department



GREECOM FACILITIES

— Secure telephony closed network
— 2018 Initial Construction Plans

— 2019 Fully operational

— 5m antenna HUB

- 1.2m antennas at remote sites
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HELLENIC REPUBLIC HELLENIC REPUBLIC
Ministry of Digital Gov Ministry of Defence




HELLAS 3 & 4 SATELLITES

Hellas Sat 3

Spacecraft

Thales Alenia

Spacebus 4000C4
g

Launch Date:

28 June 2017'-...

Design Lifetime
16.5 years

Payload
47 Ku-Band
1 Ka-Band

Hellas Sat 4

Spacecraft
Lockheed Martin
-.... A2100TR

-~
,‘ Launch Date

~w»"05 February 2019

Design Lifetime
>15 years

CENVAGET
34 Ku-band

\ AMPLE ROOM for

future expansion
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HELLAS SAT FOOTPRINT




EU OFFICIALS VISITING “
GREECOM FACILITIES ¢

~ 16 July 2021

— Mr. Thierry Breton
Commissioner for Internal Market

- Joint Meeting with Hellenic Minister
of National Defence
Mr. Nilkolaos Panagiotopoulos

— Avideo call with deployed Hellenic Navy Units
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EU OFFICIALS VISITING GREECOM
FACILITIES

~ 25 May 2022

— Mr. Rodrigo da Costa
EUSPA Executive Director

— The same video call was held

13



INFORMATION ASSURANCE (IA) b
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The core principles of Information Assurance (lA)
of Confidentiality - Integrity - Availability are met with

the implementation of modern algorithms over the dedicated
SATCOM infrastructure

— |IPSEC AES-256 (FIPS 140-2 compatible)
-  HMAC -SHA

— Authentication (Ethernet 802.1X, secure boot and firmware)

14



GREECOM FUTURE DEVELOPMENT “
(PROJECT GREECOM-II) =

Extra capabilities and data services beyond VTC (file exchange,
email, etc.).

Last mile 5G services using GreeCom for sat backhauling
Enhance communication security (COM.SEC)

Enhance transmission security (TRAN.SEC)

Enhance cyber security (NET.SEC)

15



GREECONNECT - POTENTIAL ARCHITECTURE
(GOVSATCOM, 5G/6G TERRESTRIAL, EUROQCI

GEO A2 & IRIS?2 INTEROPERABILITY)
----- Link — Ground based ﬁ
Link — Optical Satellite based
Link — RF Satellite based
@® National interconnection

. National users
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HELLENIC REPUBLIC
Ministry of Defence

ENTRUSTED

DEMONSTRATION
OF KEY INERASTRUCTURE
USE CASE

GOVSATCOM support
for institutional communication
- demonstration of secure SatCom

service provision to a diplomatic network ‘ LiSBON

NICOSIA




USE CASE 2: GOVSATCOM FOR »ﬂ‘
INSTITUTIONAL COMMUNICATION =%

This use case demonstrates the key aspects of secure satellite
communication between the Ministry of Foreign Affairs, the General
Secretary of Telecommunication and Post of the Ministry of Digital
Governance in Athens and three embassies located at:

e Lisbon (Portugal)
* Nicosia (Cyprus)
* Prague (Czech Republic)



Hmm!pusuc GOVSATCOM - SECURITY OPERATIONS MONITORING AND HUB umzn@pumc

Ministry of Defence Ministry of Digital Governance

/ National GOVSATCOM Systems Commercial SATCOM Systems \
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GREECOM DEMO VIDEO

HELLENIC REPUBLIC =~ % HELLENIC REPUBLIC
Ministry of Digital Governance f MINISTRY OF FOREIGN AFFAIRS
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HELLENIC REPUBLIC
MINISTRY OF
NATIONAL DEFENCE
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https://mindigital.gr/
https://www.mod.mil.gr/en/
https://hellenicnavy.gr/en/
https://geetha.mil.gr/en/

	Slajd 1: Use Case 2: national diplomacy / eu delegation
	Slajd 2: Greece and space
	Slajd 3: Strategic objectives
	Slajd 4: Strategic objectives
	Slajd 5: National strategy for space activities
	Slajd 6: GREECOM PROJECT AIMS TO
	Slajd 7: GREECOM PROJECT AIMS TO
	Slajd 8: Greecom facilities
	Slajd 9
	Slajd 10: Hellas 3 & 4 satellites
	Slajd 11: Hellas sat footprint
	Slajd 12: Eu officials visiting greecom facilities
	Slajd 13: Eu officials visiting greecom facilities
	Slajd 14: INFORMATION ASSURANCE (IA)
	Slajd 15: GREECOM FUTURE DEVELOPMENT (PROJECT GREECOM-II)
	Slajd 16
	Slajd 17
	Slajd 18: USE CASE 2: govsatcom for institutional communication
	Slajd 19
	Slajd 20: GreeCom Demo Video
	Slajd 21

